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Date of Last Revision: 11-08-2021 

                                           

FLSA Status:  Exempt Pay Plan:  Administrative Grade:  16 
   
City of Virginia Beach Organizational Mission & Values 
The City of Virginia Beach exists to enhance the economic, educational, social and physical quality of the 
community and provide sustainable municipal services which are valued by its citizens. The City of 
Virginia Beach organization is based upon a belief in the democratic process of government. This belief 
provides meaningful ways for citizens, reflecting the diversity of our City, to contribute to the development 
of public policy. This process is enhanced by organizational values which guide member performance 
within the Virginia Beach Quality Service System. These Values define our desired organizational culture.  
We value quality customer service; teamwork; leadership and learning; integrity; commitment; and 
inclusion and diversity. 
 
Class Summary 
Perform critical information technology systems via application of technology standards and industry best 
practices on an around-the-clock availability; perform related work as required. 
  
Representative Work Functions and Responsibilities 
Discuss data automation needs with clients and design, prepare, and review systems specifications and 
configurations for creating hardware/software systems to meet city needs; develop RFPs, contracts, and 
other documents to ensure compliance with city policies and current principles of information processing; 
create and review installation instructions for system compatibility with multi-vendor configuration;  
select software and hardware products to fulfill requirements. 
 
Analyze and install manufacturer supplied or internally developed system software and/or hardware to 
maintain or enhance the City’s information technology systems and configurations. Once systems are 
installed, test system and troubleshoot bugs to ensure proper connectivity and compatibility/integration 
with interconnected systems.  
 
Collaborate with other information technology professionals to plan and administer projects to determine 
impact and establish scope and schedules in order to ensure satisfactory and timely completion of work. 
 
Provide technical advice to management and other personnel on software and hardware capabilities, 
limitations, and costs; perform troubleshooting and problem solving to provide around-the-clock system 
availability. 
 
Train and may direct work of junior system engineers; coordinate with other information technology 
professionals to tailor system components and configurations to optimize performance 
. 
Perform other job duties requiring skills, knowledge and physical requirements as demanded by those 
duties described or less. Individual assignments will be determined by the supervisor based on then 
current workloads and department needs. 
 
Performance Standards 
Plan, coordinate, execute, maintain, and thoroughly document system implementations, configurations, 
and  upgrades;  work with other information technology professionals to identify, prevent, troubleshoot, 
and resolve technical conflicts and problems; meet pre-determined schedules and helps establish 
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timelines; understands and articulates changing technologies and methodologies; thoroughly check 
moderately complex system designs for compatibility and function; write and present clear reports and 
presentations in a timely manner; maintain effective working relationships  
 
Minimum Qualifications 
Requires a Bachelor’s Degree in an Information Technology related field plus four (4) years of 

professional IT experience; OR any combination of education (above the high school level) and/or 

professional progressive IT experience equivalent to eight (8) years in fields utilizing the knowledge, skills 

and abilities in technology systems, systems functions and systems capabilities; and associated with such 

positions as Systems Engineer, Network Engineer, Database Administrator or Programmer Analyst.   

 

May be required to have a current and valid driver’s license. 
 
Special Requirements 
All employees may be expected to work hours in excess of their normally scheduled hours in response to 
short-term department needs and/or City-wide emergencies. 
 
Must be available to work evenings, weekends, holidays, and overtime when required to meet operational 

needs. 

 

Position may require one or more Expert Level Industry Certifications specific to the work to be performed 
and maintain currency of those, or successor, certifications; such required certifications will be listed in 
the requisition that announces the vacancy.  
 
Knowledge-Skills-Abilities Required to Perform Satisfactorily 
A.  Knowledge 

1. Knowledge of multiple standard information technology systems. 
2. Knowledge of operating systems, networks, and vendor supplied software, programming, 

database, analysis and design, and computer operating principles and fundamentals 
3. Knowledge of system functions and capabilities. 
4. Knowledge of City, departmental, and division policies, procedures, guidelines, directives, 

and standards. 
5. Knowledge of technical administration and management of complex systems. 
6. Knowledge of information and data security and privacy principles and best practices. 
7. Knowledge of industry standard data processing concepts, including hardware and          

software troubleshooting and best practices in the assigned area of responsibility. 
B. Skills 

1. Skill in communicating with vendor's technicians, users, programmers, systems analysts, and 
computer operators. 

2. Skill in communicating with vendor's technicians, users, programmers, systems analysts, and 
computer operators. 

3. Skill in the performance of highly technical specialized analytical problem research related to 
hardware and software. 

4. Skill in reading and applying complex technical reference data. 
5. Skill in creating and using technical documentation and all other resources as appropriate 
6. Skill in operation and/or use of complex information technology systems. 
7. Skill in maintaining and upgrading systems and related components in support of information 

technology processing. 
8. Skill in communicating technical information in professional formal and informal situations, 

both verbal and written. 
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C. Abilities 
1. Ability to interpret documentation and design specifications for complex information systems 

with limited assistance. 
2. Ability to effectively prepare and present technical presentations to both individuals and 

groups. 
3. Ability to resolve system problems effectively and communicate those findings to the 

appropriate parties, i.e., manufacturers, vendors, programmers, computer operators, 
management and end-users. 

4. Ability to provide technical advice/guidance to management for system use; i.e., capacity and 
resource utilization. 

5. Ability to establish effective working relationships among departmental, municipal and vendor 
personnel.  

6. Ability to proactively work to improve their areas of assigned responsibility. 
 

Working Conditions 
Working conditions are intended to provide a general overview of the environmental conditions inherent in 
the job setting, as well as the physical, mental, and sensory requirements necessary to perform the 
essential functions of positions in the noted job title. A more detailed description will be made available at 
the position (PCN) level both internally and externally with all posted open positions.  
 
NOTE: Per HR Policy 6.19, Americans with Disabilities, the City follows the requirements of the 
Americans with Disabilities Act (ADA) in all hiring and employment decisions.  The City shall not 
discriminate on the basis of disability in its hiring and employment practices.  The City shall make 
reasonable accommodations for the known physical or mental limitations of a qualified applicant or 
employee with a disability upon request unless the accommodation would cause an undue hardship on 
the operation of the City’s business. 
 
 


